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Executive Summary 
 
Background-General 

 
Information Governance allows organisations and individuals to ensure that personal 
information is handled legally, securely, efficiently and effectively, in order to deliver the best 
possible service.  
 
The Information Governance Toolkit is an online system which allows NHS organisations and 
other providers of NHS commissioned services to assess themselves against the Department 
of Health’s Information Governance policies and standards. It also allows members of the 
public to view participating organisations’ Information Governance toolkit assessments.  
 
The toolkit assesses Information Governance management, confidentiality and data protection 
assurance, information security assurance and clinical information assurance. 
 
It is a requirement of the NHS England contract that all providers complete and submit, on an 
annual basis, the Information Governance toolkit. The work involves a self-assessment of 
compliance against the IG requirements. There are 3 levels of self-assessment, from level 1 
(planning), level 2 (doing) and level 3 (check and acting upon). The NHS England contract 
requires a level 2 attainment. 
 
A requirement of the NHS England contract is that an internal audit is undertaken on the 
Information Governance Toolkit submission, with the audit report included not only with the 
final submission, but included on the organisation’s website. 
 
Background -Our Compliance 
 
The Charity has completed and submitted the NHS Information Governance toolkit for a 
number of years. This involves a self-assessment and we have self-assessed ourselves at 
level 2. 
 
The IG toolkit in 2017/18 was completed by the Legal & Corporate Governance Officer and 
has been audited by the Compliance & Audit Manager.   
 
Scope and Objectives 
 
The internal audit reviewed the overall reasonableness of the submission responses to all the 
questions asked. In addition in particular the adequacy of the responses and supporting 
documentation for the following sections were reviewed in greater detail: 
 

 Section  317–Unauthorised access to the premises, equipment, records and other 
assets is prevented;  

 Section 319-There are documented plans and procedures to support business 
continuity in the event of power failures, system failures, natural disasters and 
other disruptions; 

 Section 320-There are documented incident management and reporting 
procedures; and 

 Section 325–Policy and procedures are in place to ensure that Information 
Communication Technology (ICT) networks operate securely. 
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The sections reviewed in greater detail as part of this internal audit reflect the items 
highlighted in the Charity’s risk register, specifically cybersecurity and business recovery 
operations. 
 
 
Overall Conclusion 
 
The overall conclusions in this report are that the responses and the self-assessment scores 
of 2 in the Information Governance toolkit are adequately supported by appropriate evidence. 
 
There were 3 low risk recommendations made in this report, which do not impact upon the 
overall self-assessment scores of 2. 
 
Recommendations 
 
The recommendations are detailed in the body of this report and are also shown in an action 
plan in Appendix A to this report.  
 
In Appendix A the recommendations have been graded according to risk and agreement was 
obtained for responsibility for implementing them, alongside an agreed timescale.    
 
 
Way forward 
 
We discussed and agreed the recommendation with our colleagues and will then issue this 
report as a final document, which will go to the Audit Committee (and EDT for information). 
 
We will undertake a follow up to assess progress made in implementing the recommendation 
from this report in 2018/19.   
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Detailed Report 
 
Overall review 
 
We reviewed the submission for all sub-sections within the Information Governance toolkit for 
reasonableness and there are no matters of concern to highlight in this internal audit report. 

 
 
Section 317–Unauthorised access to the premises, equipment, records and other assets 
is prevented 
 
We reviewed the comments and supporting evidence for section 317 of the Information 
Governance toolkit. There was appropriate supporting evidence for a level 2 self-assessment. 
 
The Head of IT and the Head of Facilities both confirmed the refurbishment of a major office in 
2018 will provide an opportunity to test the Charity’s continuity plans. In particular the Head of 
IT confirmed his plans for specific IT disaster recovery testing regarding this office 
refurbishment.  
 
R1 A plan for the testing of the Charity’s business continuity plans is established. It may be 
appropriate to document this once any lessons from the 2018 major office refurbishment are 
known.    
 
Section 319- There are documented plans and procedures to support business 
continuity in the event of power failures, system failures, natural disasters and other 
disruptions 
 
We reviewed the comments and supporting evidence for section 319 of the Information 
Governance toolkit. There was appropriate supporting evidence for a level 2 self-assessment. 
 
There are clear documented IT disaster recovery plans in place.  
 
Executive Directors have been given access to HR records enabling them to contact staff 
when there are instances of office closures due to power failures or poor weather. The Head 
of Facilities has reminded Regional & Country staff to update their local business continuity 
plans, to reflect any staff changes etc. A new facilities system, planned to be introduced in the 
next 1-2 years at the Charity should provide a more comprehensive database of information, 
which should inform the focus of any updates to the Charity’s existing business continuity 
plans.  

 
R2 The Charity’s business continuity plans are updated to reflect the information on the new 
facilities system once it is operational. 
 
Section 320-There are documented incident management and reporting procedures 
 
We reviewed the comments and supporting evidence for section 320 of the Information 
Governance toolkit. There was appropriate supporting evidence for a level 2 self-assessment. 
 
There was one isolated incident of data loss in 2017/18 that was correctly reported to both the 
relevant commissioner and the I.C.O. (Information Commissioner’s Office). The I.C.O. 
requested further information from the Charity and then confirmed that it was satisfied with the 
actions taken in response to the incident.  The Charity’s actions included the IT Department 
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reminding all staff, via an ‘all users’ e-mail, of the importance for all staff to be fully aware of 
the Charity’s information governance policies and the need to complete the mandatory on-line 
IG course. The Charity is planning to produce a 2017/18 year-end governance report for the  
trustees, giving oversight and transparency to its regulatory reporting activities during the year.   
 
 
Section 325–Policy and procedures are in place to ensure that Information 
Communication Technology (ICT) networks operate securely   
 
We reviewed the comments and supporting evidence for section 325 of the Information 
Governance toolkit. There was appropriate supporting evidence for a level 2 self-assessment.  
 
The 2017 IT penetration tests on the Charity’s computer systems were undertaken by an 
external supplier, who identified no critical or high risk recommendations.  In addition the 4 
medium risk recommendations have all been actioned by the Charity. This external supplier 
will be undertaking the IT penetration tests again in 2018.   
 
The Head of IT confirmed the 2018/19 budget includes provision for addressing potential 
issues of non-compliance identified by the Cyber Essentials self-assessment process. It is 
planned to implement any areas of non-compliance before the submission of the self-
assessment, which is anticipated to be undertaken in late 2018.  
 
 The Head of IT reported planned work at the March 2017 Audit Committee in these two areas. 
It would useful to communicate progress on both pieces of work to the Audit Committee in late 
2018. 
 
R3 Progress on the ‘Cyber Essentials’ self-assessment and the third party IT penetration tests 
are reported annually to the Audit Committee.  
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Appendix A- Action Plan 

 
 
 
 

Recommendation  Risk Category 
(determined 
by the impact 
and likelihood 
of the risk) 

Agreed/Not Agreed? Additional 
comments 

Date for 
implementation 

Responsible Officer 

Current year recommendations      

      

R1 A plan for the testing of the 
Charity’s business continuity plans is 
established. It may be appropriate to 
document this once any lessons from 
the 2018 major office refurbishment 
are known.    

Low Agreed Agreed December 2018 Head of Facilities 

      

R2 The Charity’s business continuity 
plans are updated to reflect the 
information on the new facilities 
system once it is operational. 

Low Agreed Agreed December 2019 Head of Facilities 

      

R3 Progress on the ‘Cyber Essentials’ 
self-assessment and the third party IT 
penetration tests are reported annually 
to the Audit Committee 

Low Agreed Agreed December 2018 Head of IT 

      

Prior year audit recommendations  Risk rating Original date for 
implementation and 
responsible officer 

Implemented 
(Yes, no or on-
going) 

Details to demonstrate progress with 
implementation with the audit 
recommendation  
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R1 The Information Governance policy 
is updated. 

Low 31 December 2017  
 
Director of Legal & 
Corporate 
Governance 

Yes The Information Governance policy was 
updated in August 2017 and is next due for 
review in May 2018. 

     

R2 Completion of the mandatory on-
line IG course is made an objective for 
all staff, which all line managers 
robustly monitor. 
 
 

Low 31 January 2018 
 
Director of People & 
OD 
 
(Additional comments 
in original action plan 
was: ‘Whilst 
completion will be 
managed individually 
through goals and 
learning requirements 
by role. An exception 
report will be 
circulated to the 
Directors’ 
Management Team 
to ensure full 
compliance’.) 

On-going. The Learning & Development Team sent an 
e-mail to the Executive Director’s on the 17th 
January 2018 highlighting compliance with all 
mandatory courses by directorate. The 
Learning & Development Team suggested 
individual directors follow up non-compliance 
with their individual teams. This reminder 
process is sent out to line managers by the 
Learning & Development Team on a regular 
basis. 
 
The need for line-managers to address non-
compliance with individual members of staff 
remains. Therefore this continues as an ‘on-
going’ action and will be reviewed again at 
the 2018/19 internal audit of the IG toolkit.  

     

R3 The Business Continuity Plan 
testing undertaken in 2016 is built 
upon. 

Low 31 December 2017 
 
Head of Facilities 

See R1 above in 
the current year’s 
internal audit 
recommendations. 

See R1 above in the current year’s internal 
audit recommendations. 

     

R4 The results of the self-assessment 
against ‘Cyber Essentials’ and the third 
party IT penetration tests are reported 

Low March and/or June 
2017 Audit 
Committee 

On-going The Head of IT reported the planned work in 
these two areas at the March 2017 Audit 
Committee. It would useful to communicate 
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to our Audit Committee. progress on both pieces of work to the Audit 
Committee in 2018. See therefore R3 in the 
current year’s internal audit recommendation 
above. 
 

 
 

 

 

 

 

 

 

 

 

 

 


